THINK INDIA JOURNAL

1SSN:0971-1260
Vol-22-1ssue-10-November-2019

Rewersible Data Hiding With Contrast Enhancement And Encryption
For Biomedical Applications

Aswathy Bhooshan, Dr Sreeni KG, Dr Pradeep R, Dr Sgjith V

Dept. of Electronics and Communication Engineering, College of Engineering, T rivandrum, India
aswathybhooshan@gm ail.com

Page |3754 Copyright © 2019Authors



THINK INDIA JOURNAL

Abstract—Here a reversible data hiding(RDH) algorithm is proposed
for biomedical applicationssecret data or details is hidden irside the
biomedical image for the securitypurpose Data and the input biomedical
image is retored without any dstortion in the final stage. Irstead of
keeping the high PSNR value ofthe image, the algorithm for proposed
method enhances the mntrast ofa host image to improve its quality of
vbual image. Data that has to be hidden inside an biomedicd image
because of security eason is restored successfully with the use of
encryption and decryption.Histogram equalization is performed by data
enbedding in highest of two bins. This papersuggests an efficient image
crypto systemwhich is based on simultaneaus permutation and dffusion
functions. That proces the image pixels in a dynamic order. The
poposed method empoys the Chebyshev-Chebyshev map to vettically
and horizontally mix he plain-image information data. Then ituses the
nodified Logistic map to mask he image pixels and shuffle the masked
vdues simukaneously. To our best knowledye, it isthe rst algorthmthat
achieves immage ocontrast enhancement by RDH and an effective image
cpher basal on simultaneous permutation and diffusion operations
which exhibits better performance against various attads.

Index Terms—reversible data hiding, Contrat enhancement,
hstogram nodication, location map, permutation and dffusion

|. INTRODUCTION

REVERSBLE DATA HIDING (RDH)has plethora of applications
and has studied in the communty of signa processing and biomedical
researches. Also said & reversible and lossless data hiding, RDH is used
toen root apieceofdata orinformation in to ahost signal to generate the
watermarked one, fromwhich the original or input signal can beexactly
recovered ater extracting the daa embedded.This tedinique of RDH is
aplicable n some sensitive and secured applications where durable
change is na allowed an the input signal.In the givenpaperthe proposed
aborithms are for bionedical images to enmbed secured data(eg [1][3])or
a visible watermark which can recover theoriginal image without any
detortion from the waermarked image after the hidden data hase been
restored. Although theP SNR ofa watermarked image produced with a
prediction error based algorithmis comparatively made high the quality
ofvisual inege canhadly be increased since nore or less distortion has
been introduced by the enbedding process of the data.For the images
acquired with poor clardty improving the visual imaye quality is more
important than keeping high PSNR value. Contrat enhancement of
medical imayes or satellite images should show the desired details for
viual verification. Although the P SNR value of the enhanced image is
less, the darty of image details of hidden data has been incressed. The

chaotic-based ciphers have shown
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excellentperformance in thearea of signal processing, thisis because
of its ability to imitate the required character of bdter crypb
systems. These features include extreme sensitivity,oise like
behavior, ergodicty in stating control parameters.Considering all
these characters,la of image ci-phers based on chaos systems have
been introduced Previous methods uses traditional permutation-
diffusion structure in whichtwo iterative stages of permutation and
diffusionare used.The general permutation and diffusion architecture
for image cipher isshown inFig-3. This form is consist of two main
factors,they are permutation and diffusion operations. The first one
only shufies the positions of the plain-image, with the use of 2D
chaotic map such as Standard map, Cat map etc to interrupt the
correlation between the neighbouring pixek. But the secord
operation sequentialy changes the pixels values of the permutel
image by a quantized chaaic key stream to distribute any small
change of any pixel to anost all image pixels. Thus the whole
architecure of thesystem isiterated to enhancethe encryption effect
ofalgorihm.

Il. EMBEDDINGOF DATABY HISTOGRAM MODICATION

A. Histogram Modication technique for data embedding This
algorithm used is primarily used for gray-level images but it can
expand D color images easily. An 8-hit gray-level image is given,
and the histogramof image can be calculated by counting the pixels
with a gray-level valueoftheimage
Assume, it consists of different pixel values for the image.and then
there arenon empty bins inh1, from which thetwo peaks(ighest of
two peaks) are selected and the smaller and bigger values of peak
that are considered are denoted by and Is and IR,respectively.Data
embedding is performed by
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Here 7 is the new pixel value which is modified,and is the k-t
messagebit (0 orl)that has tobe hidden. By applying Eq.(1)to all pixd
counted i totally binary values that are embedded.There is ro boundirg
value (0or 255) in given andin other preprocess is neededsometimes
there might be birs in the histogram that was modified. ie,the
bins in between the two higher peaks are not changed while
the outer most are shifted outward since each peaks can be
split into two adjacent bins. The peak values Is and IR should
be provided to extract the embedded data from the image. The
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better method to keep them is to exclude 16 pixd from

histogram computation. T he least signicant bits (LSB) of that
pixel value cal culated are collected and included in the binary

values that has to be hidden.
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The peak values and need to be provided to extrect the
embedded data. One way to keep them is to exclude 16 pixels
in from histogram computing. The extraction operations are
peformed in the same order as that of the embedding
operations. According to Eg.(1), the following operaion is
perform done very pixel counted in the histogram to recover

its original value.
B. Pre-Processing technology for conplete recovery Overow or

underow will be cawsed due to histogram shifting,If there is any
bounding pixel value ,that is between(0 or 255), To overcome that,
the preprocessing techniqueis used so that the image resizing can be
done.Preprocessed should be done before histogram modication
operations. Especially, the pixel values of 0 and 255 that causes
overflow and underflow are nodied to 1 and 254.. Therebre, the
overflow and underflow problem can be eliminated . To remember
the pixels hat was preprocessed ,a location map is generated with
the same size as the original image by alocating to the location of a
pixel that was modifed, and O to tha of an not changed one (by
including the 16 excluded pixels).Pre computation of location map
can be done and that can be included into the binary values of the
pixel that has to be hidden. In the generation and restoring process,
data is obtained from the data generged from the watermarked
images that the pixek modiedin the preprocess can be recognized
easily. By restoring the original values of the pixels accordingly, the
original image or theinput image can be @mpletely recovered.
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C. Contrast Enhancement Two peaks in each histogramis split in
to two adjacent bins with the identical or similar heights because the
numbers of Os and 1s in the message bits sould be equal. To
improvethe rate ofhiding, the highesttwo binsin the new histogram
are selected again by applying Eq. (1)to every pixel in thehistogram
The similar methad can be performed again by splitting each of the
two peaks into two adjacent bins with the identical heightsto brig off
the histogram equalization effect. Data embedding and contrast
enhancenent are performed together. Given that the pairnumber of
the histogram peaks to be sglit is ,therange of pixel values from0 b
are added by while the pixels from to 255 are subtracted by in the
pre-process (noting L is a positive integer). A locatiom map is
generaed by assigning 1s tothe modied pixels, and Os to the others.
The location map that has computed can be embedded in nput image
which isalso the host image. In the image retrievzing process, the last
split peak values of the image are extracted and the data embeddd
with them are retieved with Eq. (2). After resoring the histogram
with theuse ofEq. (3), thedata embedded with the earliersplit peaks
can also be extracted by processing them pair wise. At last, the
location map is obtained from the extracted data to identify the pixel
values nodied in the pre-process.

D. Technique used in Proposed Algorithm The proposed
algorithm ha a procedure which is shown in Fig. 1. following
steps are included in embedling procedure:

1) Pre-process. The range of (O,L-1) and (256-L,255) of
pixel vaue are processed by not including the rst 16 pixels in
the bottom row. To memorize the pixel value location map is
generated.

2) Caculationof image histogram is done without counting
the rst 16 pixels inthe last or the botom most row.

3) Embedding process: The two bins of the highest peaks in
the histaggram are split for embedding of data for the histogram
modification purpse. Thetoo peaksin the modified histogram is
selected for pair splitting. Before the message hits the bit stream
of the compressed location map is embedded and that will be a
binary value.

4) Replacementofthe LSBs ofthe 16 excluded pixels b form the
watermarked image is done by last split paek values.

Embedding Process

Original Pre-process and Calculate the Perform Keep the last pair of
host | generatethe % histogram of -»embedding# bin values in the L5Bs i
mage | location map pixel values (L pairs) of 16 excluded pixels
e
Restore the Decompress Perform Retrieve a pair of bin | | The
pre-processed pe-{ the extracted ie pxtraction e values from the LSBs [ watermarked
pixel values location map (L pairs) of 16 excluded pixels | ' image I’

Extraction and Recovery Process ;

Fig. 1. RDH procedure
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. DATAENCRYPTION AND DECRYPTION

A systenatic image encryption technique that combines two basic
operations permutation and diffision together in one method is used
in proposed method. Namely, both of the techniques are applied
together.The mechanism that is used for diffusion is a dynamical
pixel order which is suggested. The cryptosystem for imege first
combine inmage pixels in horizontal and after that in vertical
directions with a key-stream is obtained in advance with the use of
Chebyshev-Chebyshev chaotic map. The modified Logistic map is
used to create both a dynamic pixel order and diftision key-stream
that are used to togetherto modify and permute theimage pixels. The
parameters that are used initially for the employal chaoctic map, at
each pixel, are dynamically taken based on the cipher-image
information details, which guarantees a distinct key-stream is
obtained for the distinct plain-images. So the oltained cipher can
advantageous in wittstanding different attacks including the most
powerful chosen plan text/cipher text attack. Also, the proposed
scheme takes into acocount the dynamic degradation problems related
with chaotic systems. Simulation results and security study at test
that the praposed cipher technique that isused here is more efficient
and far better than any other methods and ha severa intense
cryptographic characteristics. Along with that, after the several
numerical computations and test it is alo provedthat the proposed
cryptosystem perforns several related image ciphers in terms of
encryption quality and performance.

TRANIAL™TTR

AT, I L

A T

Al - Mabki] W TEAL YA el

Fig. 2. Proposed mettod

IV. IMAGE CPHERING STEPS

Step 1:0Obtain the intermediate keys for horizontal and ver-
tical pixel mixing measurements. 1.1 Chebyshev-Chebyshev
chaotic map is iterated. 1.2 Compute the keys which is
intermediate.

Step 2: Mixing of image pixels in Horizontal and vertical pixel
mixing method 2.1 Mix the pixels information ofthe plain-image P

by sequentially chaining themthrough XOR operation. 2.2 Apply the
mixing operation in vertical direction.

V. EXPERIMENTAL RESULTS

With test done we can see that the data that was embedded were-
enhanced images. The more histogram peaks were split for data
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also decreases. Even though the PSNR value ofthe contrast-
enhanced images decrease with the data hiding rate, the
quality of the visual image id preserved. Embedding capacity
is also increased.

Input Image Watermarked Image - Contrast Enhanced

Fig.4. Image obtained in different stages
embedding, the more contrast enhancement effect was obtained. The

more data is embedding,the PSNR value

Fig. 5.

Restored image comparisa with inputimage

The results evaluated shows tha the viwal quaity can be
preserved after a considerable number of message bits have bem
embedded into the contrast-enhanced images,For the extraction of
the original image,the location map isembeddedinto the host image,
along with the message bitsand othersideinformation. So blind data
extraction and conplete restoration ofthe original image or the input
image are both enabled.Better image quality is also achieved.
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Fig.6. Table-Cutputdataobtained

VI. CONCLUSION

A reversible data hiding algorithmhas been proposed with
the propertyofcontrast enhancement and encryption is car-
ried out here.Basically, the two peaks (ie. the highest two
bins) in thehistogram are selected for data embedding so
that histogram equalization is performed simultaneously by
process repetition. The results ofthe experiment shows that
the image contrast canbe enhanced by splitting a number of
histogram peaks pairby pair.Visual image is obtained with
better quality .T his paper suggested a brilliant image cipher
based onsimultaneows permutation and diffusion operations
together togive better result. These operations handled the
pixels in a dynamic pixel order,which is chaotically produced
based oninage information. The proposel methoduses the
Chebyshev-Chebyshev chaotic map and the new Logistic
chaotic map with dynamic cortrol parameters to implement
this structure. Simulation results and security study details
proved thatthe suggested cipher has several efficient features
and better performance against different types ofattads. Thus,
the proposel cryptosystemis strongly appropriate for practical
image security applications as well as biormedical applications.
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