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Abstract

The word itself is enough to mark its importance in the market.Yes,very rightly your data is
caught for few dollars and the attacks behind it is nothing but Ransomware. Ransomware a
malware designed to prevent access to the system until an attractive ransom is paid. This
malware encrypts files and holds them hostage and can only be unlocked by certain
decryption key until an amount is paid mostly in cryptocurrency, as cryptocurrency is
entertained by cybercriminal /fraudsters. Ransomware works incognito it can do almost all the
work without even contacting the fraudster through the internet, even if it does it uses
encrypted channels for communicating with their controllers. This paper will discuss about its
existence in the market,its presence in multiple fields like a corporate,small scale to large
scale business and methods for Prevention, Detection, and Reaction.

Keywords: - Cryptography, Cryptocurrency, C&C server, Intrusion Detection, Honeypot,
Malware Phishing, Spamming WannaCry, BadRabbit.
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Ransomware
Introduction

In aworld of digitalization, there are possibilities for data and security breaches. Such
breaches are the result of different types of malware that include computer viruses, worms,
trojan, spyware, etc. Ransomware is a type of malware that restricts the user from accessing
their data. Here the data access is restricted by encrypting the data.

Ransomware is a M alware( Malware is an abbreviation for Malicious Software) made
by Cybercriminals to exploit the device and extract resources. Data access is restricted by
encrypting the data. Some ransomware is just for display while some are lethal threats.
Phishing sites are mostly used for spreading M alware. Ransomware generates over 25 million
dollars in revenue for hackers each year, the total damage cost predicted for 2021 is 20 billion
dollars. There are two types of ransomware malware that are Lock Based Ransomware
M alware and the other one is Crypto Based Ransomware.

There are many numbers of ways through ransomware malware that can be deployed
into your computer and gain access. The most common among them is phishing spam.
Phishing spam is sending an attachment to the victim(s) in an email, disguised as some kind
of file that the victim will download it and open it. Once the malware containing attachment
is opened it will take over the victim's computer and gain access.

Origin

Origin of the Ransomware dates back to 1989 even before the Internet was found. It
was known by the name 1989 AIDS Trojan later also gaining the name P S Cyborg. Joseph L.
Popp, a biologist who had been trained at Harvard targeted The World Health Organization’s

international AIDS conference infecting 20,000 floppy disks forcing users to pay up to 189%
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to gain access to their data. The culprit was caught and decryption tools were used to recover
the locked information.

Locker Based Ransomware

Lock-based Ransomware locks you out of your computer i.e. encrypts your data and
prevents accessing the data. Locker Ransomware Malware has a specific type through that it
can be identified, the message displayed by Locker Ransomware is like “This is the Police,
and you have been penalized because of illegal activities like piracy”, and then ask for a
penalty or one can call it ransom. It was first posted on the internet on 5th September 2013. It
targets users with Microsoft Window Operating System. The downloader that produces this is
installed as a Windows service with a random filename.

Working

After gaining access to the computer this malware will scan the computer for
important files and or all of them. Once the Malware has found the files it will encrypt those
files and prevent the Computer’s OS and application from running as well as prevents the
user from accessing anything. Mostly in this type of malware, the whole computer is
encrypted or one can say locked. After the computer is encrypted the Ransomware malware
will take hold of the computer and will restrict anything and everything in the computer and
the users as well as from accessing it or doing anything. This file cannot be decrypted without
a key, that is known to the attacker. After the encryption is done the user is presented with a
certain type of message that claims that they are the law enforcement agency, and will blame
the user for doing illegal activities like piracy, child pornography and many more, and
demand the payment of a "fine" to scare the victim so that he doesn't report to the authorities,
and this payment is done through cryptocurrency, steps of paying the ransom is listed in the
message.
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NSA INTERNET SURVEILANCE PROGRAM

COMPUTER CRIME PROSECUTION SECTION

® YOUR COMPUTER HAS BEEN LOCKED! @

Your computer has been locked due to suspicion of {llegal content downloading and distribution.

Your case can be classified as oceasional/unmotivated, according to 17 (U.S. Code) §512

Thus it may be closed without prosecution,
Your computer will be unblocked automatically.

In order to resolve the 1 in an ab
you should pay a fine of $300

Exchange your cash for a MoneyPak voucher and use
your voucher code in the form below:

Code }

suBaT
1 3 4 5 ¢ 7 8 9 0o &
Location: -
Status: Waiting for payment

Permanent lock on FW282011 8:46 pom., EST
lllegal content found:

- - Where ca buy MoneyPak
D ; ‘ \ i B CVS I [F] wown Woiman:

image taken from hypenet.com

Crypto Based Ransomware

This Malware doesn’t act, it will directly display the Note that you have been affected
by the Malware, and if you want your data you must pay the ransom. The method of paying
Ransom is in Cryptocurrency as it is hard to track. This Malware is more successful than the
Locker one is because this Malware restricts everything from the device, and it spreads like a
virus and affected other devices as well.

Crypto-based Ransomware’s Working

Crypto-based ransomware is related to lock-based ransomware but it is more radical.

In Crypto-based Ransomware, the malware will gain access to the computer, and in

the background, it will start the search for essential documents that can be used for money
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extortion. Once it gains all the important files the Ransomware malware will encrypt all of
your important files to gain access u will need a decryption key to unlock this. Once the
encryption is done then it will take over the victim's computer and will show it's true colors.
The malware will display a text to the user directly sayingthat it is his\her computer has been
affected and to unlock this one must pay the ransomware, many malware has a timer on it if
not paid in the limited time the amount will be increased or the data will be lost entirely, and
while some of the ransomware malware threats the user that they will publicize the data and
nobody wants their private data on the internet, the tactic used is Shock and Fear tactics.

The hackers display in the text what must the victim do if they want to pay the
ransom, the method of payment is cryptography thus having the name Crypto-based
Ransomware. Cryptocurrency is used by cybercriminals as it is tough to trace. Crypto
ransomware can sometimes work without any use of communication with the attacker but

some malware communicates with the attacker through URL.

_—
2 Cryptolocker

Your personal files are encrypted!

Your mportant files encryption produced on ths computer: photos, videos,
documents, etc. Here & a complete st of encrypted fies, and you can personaly verfy
this.

Encrypton was produced using a unbque publc key R5A- 2048 generated for ths
computer. To decrypt fles you need to obtain the private key.

The single copy of the prvate key, which will alow you to decrypt the files, located
on 3 sacret senvar on the Intemet; the server wil destroy the key after 2 time
spechied n ths window. After that, nobody and never will be able to restore fles...

To obtain the private key for this computer, which wil automaticaly decrypt fles, you
nped to pay 300 USD [ 300 EUR [ smilar amount in another cumendy.

Choke aNext= to select the method of payment and the cumency.

Any attempt to remove or damage this softwane will lead to the immoediate
Private key will be destroyed on destructon of the private key by server,

9/15/2013
B:44 PM

57 :45:37
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C&C sener

The URL that attackers use isthe C&C server, it is necessary forthe attacker to keep
this confidential that is he will make sure that the location of these servers stays undetectable.
To keep this confidentiality newer generation ransomware attacks are made via encrypted
HTTPs protocol or the Tor network. The use of completely encrypted channels such as Tor
and HTTPs makes the creation of the signature of the attack in advance impossible. But Tor
network is not used for attacks of large scales as it can be detected by IPS and IDS devices. In
addition to that, C&C servers use Dynamic DNS service, which allows a different IP address
assignment by the ISP to a domain after a certain value.
Encryption Method

The ransomware uses many encryption algorithms that vary from RC4 to RSA+AES
and ECDH+AES. While the attackers used only symmetric encryption methods with the
advent of the ransomware threat, they now prefer the use of a hybrid encryption mechanism,
which utilizes both symmetric and asy mmetric encry ption methods.

Nowadays newer generation of ransomware malware only sends the public key to the
infected machine as shown in the image above. The cryptographic key created from the
server and the private key that is never let out from the server. Therefore once affected, that

device is gone for.

Figure 2.3: The image of Locky ransomware in registry.
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Detection

The detection of malware is extremely critical. No matter what level of protection of system
has it can be compromised with a greater level of motivation and skills. There is no "Knight
in Shining armor” in Cybersecurity. A defense mechanism should be employed that when
penetrated warns the sounds an alarm. There are many tools available for detection of
ransomware, for example, Bitdefender Anti-Ransomware Tool is a component of Bitdefender
Antivirus Plus, this was designed to stop the infection from your computer that is by not
letting it through any network kind of isolating the device. This tool work on Machine
learning which allows it to discover the pattern of the ransomware and identify it. The
Bitdefender Antivirus plus fools the Ransomware malware by making your computer files
appear as they have already been affected, because of this it will save your files from another
encryption tha you wont be able to decrypt.

Cyber sight, Ransom Stopper is also a type of anti-ransomware malware protection this one is
a free stand-alone product that helps to detect existing and new ransomware malware and
stop further actions, and more Anti-ransomware Malware like Trend Micro RansomBuster,
Check Point Zone Alarm, Crypto Drop, etc.

Detection Methods

The classification of three algorithms that are used in the detection of Ransomware, Random
Forest, Decision Trees (J-48), and Naive Bayes. These algorithms are selected based upon
their suitability and better performance for general malware classification. However, in cases
where complex obfuscation and packing techniques are used, simple static analysis may not
be able to extract all the required features. It is required to aply the anomaly-based analysis

technique as well to detect malicious functionalities of ransomware.
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Static-based detection

Detection of ransomware malware based on static based analysis is analyzing the
application's code before its execution to determine if it is cgpable of any malicious content,
if found any then it will be stopped from launching. Signature Based detection depends on
specific patterns such as byte sequences in network traffic, or known malicious instruction
sequences used by malware.

Signature-based ransomware detection methods only detect that malware whose
signature is previously stored in the database, i.e. it will fail to detect a new, previously
unseen threat. Thus this method is not reliable, as signature stored in the database is only

based on regular expressions and string matching.

Anomaly-based detection.

In an Anomaly-based detection method, it is important to know whether the software
is harmful or not. This Anomaly-based detection method was made to detect unknown
attacks. Rule sets are used to determine when the software has established gentle, kind and
valid behavior. the drawback of this method is defining its rule sets. But it will keep on
working as long as the rule sets are well defined before.

What Anomaly-based Detection does is it uses Machine learning to create a pattern
that is trusted by the anti-malware after the pattern is constructed then it compares new
behaviors against this model, as these models can be programmed according to the
application and hardware configurations machine learning-based method has more
probability of working efficiently then signature-based detection.

The efficient selection of algorithms makes the classification process used in

anomaly-based detection method more reliable.
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Honeypot

Honeypot is a method in which u set up decoy files for the ransomware to atack.
honeypot creates a trap for the malicious software to attack, honeypot makes safety alarms
disguised as important documents and waits for the malicious software to attack this files
once these files are attacked, it will ring the alarm that your device has a malware inside it

and then further actions must be taken.

Internet

Packet Filter

Firewall

Honeypot Server

Internal
Metwork

Prevention and Action
There are a number of ways to protect your system from Ransomware. It is essential

to follow these methods if you want to protect your system from getting infected by

Ransomware.
First and foremost one should always keep a backup, if any backup is present one can roll

back to there backup thus saving money, time and effort, not givingto the attackers will is the
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key. Keeping your devices up-to-date, keeping one’s device up-to-date nowadays is an
important issue at hand as any company won’t like if their customers face any inconvenience
with their cyber-security, thus well-known company keeps updating their software and
watches out for loopholes, bugs, serious threats and etc. Having a good antivirus,
antimalware for countering is a great idea, nowadays windows have this security system and
help protect one’s device by detection and stopping the Ransomware Malware of any kind of
malware.System restore or recovery points are like backups but it restores every setting, so if
u are attacked by some serious malware then format that particular pc and restore it using the
recovery points. M ake sure your firewall is on as it helps filters websites that might be shady
and contains malware in it.
This malware can also spread through emails. Emails from unknown senders can contain
links to websites that can inject malware into your system. You need to make sure that you
don’t click on the links inside the emails from unknown senders. Frequent scans of the
device can help you detect the problems that are inside the system, one must do a full scan
frequently. Restricting permissions to users and application. Restricting access to things
they don’t need is a great idea to protect the device, and some applications can make changes
in your system without your permission so restricting permission takes care of this as well.
After getting infected it is difficult if not impossible to recover your data. First and the
most crucial step is to isolate the infected device. Restrict any and every type of contact with
any other devices or network sothat it won’t spread. Second report the authorities that can
deal with that particular problem at hand as this has to be taken care of on a higher level as it
is a serious cybercrime. If there is no possible solution then you can always erase everything
and start from scratch if the stolen data is not that important. Try finding those restore points

if you had created them in the first place if not then you will have to rely on your backup.
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One should try using antivirus/antimalware but the chances of antivirus working after the
device are affected is less than the antivirus ruining the whole goddamn thing, as in many
cases antivirus conflicts with the malware and causes for the whole device to be inoperable.

WannaCry:

Ooops, your files have been encrypted! i!
!

What Happened to My Computer? =
Your important files are encrypted.
Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover vour files, but do not waste your time. Nobody can recover your files without

N our decryption service.

Payment will be raised on <
SRRl .., | Recover My Files?
SHG/2017 00:47:55 Sure. We guarantee that you can recover all your files safely and easily. But you have

not so enough time.

Ti You can decrypt some of your files for free. Try now by clicking <Decrypt>.

P 3 But if you want to decrypt all your files, you need to pay.
You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do | Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>,
And send the correct amount to the address specified in this window:.
After your payment, click <Check Payment>, Best time to check: 9:00am - 11:00am

4 -a Pl dsss

| DA ey e

Send $300 worth of bitcoin to this address
bitcoin -
et 24 | 1219YDPgwueZ9NyMgwS19pTAABIsjré SMw
e | CheckPament mf

Your files will be lost on
SP202017 00:4T:55

Time

WannaCry is a type of ransomware that affected organizations worldwide in around 150
countries including Russia, China, the USA and almost all of Europe. In May 2017, initially,
it struck a number of important and high-profile organizations including the National Health
Service (NHS). It exploited a vulnerability called Eternal Blue which was leaked by a hacker
group called The Shadow Brokers a few months prior to the attack in Windows and which
was later discovered by USA’s National Security Agency. Microsoft released emergency
patches to fix the exploit. Most of the systems which were affected by this ransomware were

still operating an outdated version of Windows. It mostly affected countries like India and
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Russia because they were still widely running Windows XP versions of Windows which was
most at risk. The attack affected around 200,000 systems worldwide and was believed to
cause damages ranging from millions to billions of dollars. The ransomware was believed to
be originated from North Korea. In December 2017, the US, UK, and Australia formally
asserted that North Korea was behind the attack.

WannaCry is a type of Encryption Ransomware. It encrypts the data on the user’s system and
displays information on how much ransom is to be paid and the payment is done in Bitcoin

cryptocurrency.

VAN

WANNACRY BY THE NUMBERS:

+230,000 48

ft Windows Comg s hours since official release
INFECTED

Some of the world’s largest organizations attacked

NISSAN | () m Fed
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Bad Rabbit:

Time left before the
price goes up

Imageis taken from hy peret.com

This Ransomware first started infecting systems on October 24th, 2017. Unlike WannaCry it
infected systems indiscriminately and was said to have infected around 200 systems. This
cyber-attack mostly infected organizations in Russia and Eastern Europe. It did not exploit
any vulnerability like Eternal Blue but it spreads with drive-by downloads on hacked
websites. The visitors are told they need to install an Adobe Flash update which is actually a
dropper for the malware. It is said to have been based on Petya which was another
ransomware attack in 2016. It is suspected that the same hacker group which was behind
Petya is behind Bad Rabbit. The victims of the Bad Rabbit are presented with a ransom note
telling them that their files are no longer accessible and they need to pay the ransom for
decrypting their files. The victim is directed to a Tor payment page where there is a timer for
40 hours or so and the price for the ransom is displayed which is 0.05 BTC which is around
289 $. If the victim fails to pay the ransom in the allotted time the price may go up is one of
the messages displayed on the page. The encryption uses DiskCryptor, which is open source
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legitimate and software used for full drive encryption. Keys are generated using
CryptGenRandom and then protected by a hardcoded RSA 2048 public key.

Statistics

The Ewvolution Of Ransomware

Others, 22.55%

s 100w §
fonentiocer 125 )
B s 1604 g

Scatter, 4.40%
Cryakl,5.66%

CryptoWall, 58.84%

Percentage distribution of ransomware variants observed by Kaspersky Labs, 2014-2015. Image originally taken from

Securelist.

The first ransomware attack was in 1989 a minimal one and reports indicate
that it had many flaws and remained uncommon till the 2000s, but this was a building block
for the other malware to develop, Ransomware has gotten pretty face during this period of
time. Recently a ransomware worm got through many devices disguised as Windows Product
Activation notice thus making it more difficult for the user to distinguish between the genuine

one and the false one.
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Earlier attackers wrote their own encryption code accordingto an article published by
Fast Company, but nowadays attackers use spear-phishing rather than phishing emails, which
are taken care of by the email filter.

Some attackers have developed toolkits that can be used by noob attackers with less
technical skills. some of theseransomware malware are Crptowall, WannaCry. T he total loses
faced through attacks using these kinds of malware has generated more than $320 million in

revenue.

Locky, 0.62%
Aura, 0.65% Lortok, 0.42%
Mor, 1.56%

Shade, 2.91%

CryptoWall, 5.21%

Cryakl,7.13%

Teslacrypt, 48.81%

Scatter, 8.66%

CTB-Locker, 21.61%

Percentage distribution of ransomware variants observed by Kaspersky Labs, 2015-2016. Image originally taken from

Securelist

By 2015-2016 ransomware developed quite a bit multiple variants impacting different
platforms and thus came into the picture creating chaos around the world. Kaspersky’s
SecureList reports that from April 2014 to March 2015, the most prominent one among this
malware was CryptoWall, Cryakl, Scatter, Mor, TorrentLocker, etc. Between this period of
time, the report states that Ransomware Attacked 101,568 users around the world, i.e.

77.48% of all users attacked with crypto-ransomware.
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v Number of ransomware attacks in millions
2014 3.2
2015 3.8
2016 638
2017 184
2018 204.24
Conclusion

In conclusion, ransomware attacks have made their impact and can be quite

devastating to small business owners and organizations. Ransomware can target people

randomly or it can be aimed towards a particular organization.

According to the FBI, one must not pay the ransom as one does not know whether the

hostage data will be released or not i.e. an activation key is given or not. Paying ransom does

not guarantee that the user will have access to their data, but also encourages the ill doers

they might not provide you with the encryption key. Therefore, systems need to be up-to-date

with the latest security patches for prevention against Ransomware because once infected it is

goingto be next to impossible to recover your data without paying the ransom.
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