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Abstract 

IOT is anamalgam of different technologies like, smart sensors, RFID, Internet Protocols and 

communication technologies.IoT enables a network of wide variety of physical devices to exchange 

data. The number of IoT devices rouse to 31% totalling 8.4 billion in 2017 and by 2020 the number is 

estimated to reach 30 billion. Currently IoT is enabled by an improvement in Internet,machine-to-

machine and mobile technologies. In the future, IOT is expected to support intelligent decision 

making by allowing a wide variety of physical objects to share data in an efficient and secure way. 

The paper starts with a general overview of IOT,after that IOT enabled technologies, protocols and 

applications is discussed.An elaborative summary of the most recent and upto-date protocols is 

discussed and issues to understand the protocol suite to deliver desired functionalities is also provided. 

Key IoT challenges and relevant research areas is also discussed. 
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INTRODUCTION TO IOT 

With the emerging technology of IOT, physical devicesget added in abundance to the internet 

at a faster pace, e.g., HVAC (Ventilation, Heating, Air conditioning) systems that form main 

components of smart homes[1]. IoT based physical-objects share information and also 

coordinate decisions. IoT enabled objects are considered to be smart devices because of 

ubiquitous and pervasive nature of IoT enabled technology[2]. 

 At the heart of IOT, many physical objects get connected to the internet .IoT isthe 

interconnection between physical world objects with the information generated in the virtual 

world. IOT enables physical objects identify and sense each other, to have network and 

computing capabilities that allows information sharing and different objective 

accomplishments.Finally, IOT allows physical objects to get connected anytime, anywhere, 

with anything and anyone using a number of paths/ networks and services[3]. 

In future, IoT will add to the wellness of life and will lead to a boost in world’s economy, IoT 

will impact a number of home and business applications. With the idea of smart homes, 

people will be getting inside the home without opening the garages, coffee will be prepared 
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automatically, home appliances can be controlled remotely etc[4]. For achieving this, market 

demands need to be kept in check by emerging technologies and innovations and by the 

growth of service applications. In addition to this, devices should be modified catering to 

customer requirements (anywhere and anytime). New protocols have to be designed for 

compatibility of heterogeneous groups. Moreover, architecture needs to be standardized 

forIOT to enablecompetitive environment for manufacturing of quality -products.A revised 

internet architecture is also required, to keep ahead with the IoTchallenges[5].In 2010, it was 

seen that the number of interconnected physical objects was more than the human population, 

this means use of a vast addressing-space (e.g., IPv6) catering customers. Because of inherent 

heterogeneous behaviourof the collection of objects and the property of monitoring and 

controlling physical devices, security and privacy become other important requirements for 

the IoT[6]. For delivering high quality service at an efficient cost,monitoring as well as 

management of the IoT should be taken into consideration.      

 

IOT ARCHITECTURE 

A number of different architectures are proposed in a number of literatures, a 5 – layer model 

is the most discussedone[7][9]. A brief discussion of its 5 layers is provided in Figure 1. 

 

Figure 1. Five Layer IoT Architecture 

 

(a) Objects layer(Perception layer or Recognition layer) 

The layer comprises of devices that collect and process information. All the data 

collection occurs here[8]. Data from a number of devices(heterogeneous) is collected 

at this layer. Various sensing technologies used are: RFID, WSN, GPS,NFC etc. 

Perception layer transfersvarious data types collected from a number of devices into 

digital information[9]. Actuators and sensors are used for performing different 
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functions such as location-querying, vibration,weight motion, temperature, humidity, 

acceleration, etc.  

(b)Object Abstraction Layer 

 For processing purposes, data has to be transferred to the upper layers from the 

Objects layer. Object Abstraction Layer sendsdata via protected channels. The 

technologies used are RFID, GSM,3G, UMTS,Wi-Fi, ZigBee, etc. Data management 

processes and cloud computing processes are also handled here. 

(c) Service Management Layer 

The service-management layerfacilitates information processing, and decision-

making[10].This layer is used byapplication programmers to deal with different 

objects of heterogeneous nature without taking into consideration a particular 

hardware platform. 

(d) Application Layer 

The application layer assures pre-request based high-quality facilitiesfor the 

customers,example - the application layer provides temperature as well as air-

humidity data to the customersinterested[11].This layer ensuresbetter quality 

functions meeting customers’ needs[12].  

(e)Business Layer  

The Business layer provides a model of the business and data that is received from the 

application layer. This layer deals with the entire IoT system activities, services. It 

also supports decision-based Big-Data analysis[13]. Apart from this, management 

related activities is achieved at this layer. 

 

2.1.3:Characteristics of IOT 

Following are the characteristics of IoT: 

a. Interconnectivity: Interconnectivity in IoT means bringing together of various objects 

to share data. Connectivity of objects leads to creation of data in IoT, which forms the 

basis for analysis purposes[14]. Connectivity between objects is achieved by internet 

mostly, creating a common communication infrastructure for all the objects connected 

together. Interconnectivity in IoT enables devices across various platforms to share 

data using a common communication channel[15]. Devices in IoT can be connected 

using a number of different topologies such as P2P,Star, Mesh and Hybrid. The 

common types of protocols used are WiFi, Thread, ZigBee, Bluetooth, RFID and 

NFC. 
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b. Heterogeneity:  Devices used in IoT are heterogeneous. Different devices with 

different hardware platforms and different networks are used. Devices with different 

processing powers and storage capabilities, as well as completely different 

architecture can be part of IoT[16]. Heterogeneity is one of the essential features of 

IoT , which lead to its widespread use across different platforms and domains. 

Heterogeneity in IoT makes possible for a number of devices, based on different 

technologies, to interact with each other, without any compatibility issues among the 

devices. 

c. Dynamic changes: Devices in IoT keep changing on their states, e.g., on and off state. 

Moreover devices in IoT keep changing their location as well as speed(An IoT 

enabled vehicle).The total number of devices in an IoT environment keeps on 

changing also,depending upon the need devices get added up and sometimes devices 

are also removed[17]. The use of a particular resource in  a number of devices also 

changes dynamically, a device might be using a particular resource( say storage) more 

at one point of time and at some other point of time ,the same device can be using its 

other resource( say processor) more than other resources. 

d. Enormous scale: An enormous number of devices are getting added to IoT at a larger 

scale ,day by day. Devices from different architectures and platforms add to the 

enormous structure of IoT[18]. The enormity of IoT can be conceptualized by a report 

in Gartner(2015) which states that 5.5 million devices will get added every day and 

6.6. billion connected things will be in use worldwide by 2026 - 30 percent increase 

from 2015.The report also predicts that the number of connected devices will be 20.8 

billion in 2020.The enormous scale feature of IoT makes data management in IoT 

very critical. With such an enormous data, the interpretation of data for application 

purposes is a big challenge. To differentiate between useful and vague data, in such a 

huge database, utmost care and use of sound methodologies have to be 

implemented[19]. 

e. Security: With a large number of things added to IoT, the vulnerabilities of data 

breach and various security issues are bound to arise. An attack in a single IoT device 

means breaching the security of a big network[20]. IoT devices are usually resource 

constrained and don’t possess the compute power necessary to implement strong 

security features. As a result many IoT devices don’t afford advanced security 

features. For instance, sensors for temperature detection can’t handle advanced 

encryption and or other security features. Currently IoT security doesn’t have any 
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industry accepted standard[21]. There is no single agreed-upon framework in IoT, 

organizations usually have their own specific standards. 

 

IOT common Standards 

A number of IoT standards have been proposed to simplify and facilitate programming IoT 

applications and sevices.IOT protocols broadly have four categories: application protocols, 

service discovery protocols, infrastructure protocols and other influential protocols.  

A. Application Protocols: 

a. Constrained-Application-Protocol (CoAP): CoAPis meant for IOT based 

applications.CoAP specifies a protocol for web transfer using Representational-State-

Transfer(REST) on the top of HTTP, used in mobile and social network applications.REST is 

used by clients plus servers to highlight and make use of web-services, e.g., SOAP in a better 

way using Uniform Resource Identifiers(URIs)  and various HTTP methods(get, post, put) 

etc. For message exchanges, there is no need of XML[22]. 

b. Message Queue Telemetry Transport (MQTT):MQTT provides a connection between 

devices (embedded) and networks using applications plus middleware.Connections work on 

routing based mechanism enablingMQTT to be an appropriate protocol for IOT, M2M. 

MQTT works with TCP protocol and is suitable for devices with low resource availability, 

unreliable or low bandwidth links[23]. MQTT includes three components - a subscriber, a 

publisher,and a broker. For specific topics, device will register as a subscriber, a broker will 

inform the registered subscriber once the publisher publishes some topics of interest. The 

publisher   generates interesting data, the broker acts as an informer to the subscriber. 

c. Extensible Messaging and Presence Protocol (XMPP): XMPP is IETF (instantaneous 

messaging) based standard for multi-user chatting applications, voice applications and video 

calling. Users can send instant messages on the internet using XMPP. With XMPP, IM 

applications achieveaccess control,authentication, and compatibility with other protocols. 

 

d. Advanced Message Queuing Protocol (AMQP): AMQP focuses on message oriented 

environments and is open standard protocol used in application layer. It provides efficient 

Communication through primitive message deliver guarantee[24]. For exchanging 

messages,AMQP uses TCP(Transport Control Protocol) 

 

e. Data Distribution Service (DDS): Introduced on behalf of  Object Management Group, 

DDS is meant for real-time M2M communications. DDS makes use of broker-less 
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architecture and multicasting. Because of broker-less publish subscribe architecture, its real 

time constraints are highly applicable. From a developers perspective, DDS addresses a 

number of communication issues like, urgency, security, durability, reliability etc.  

 

B. Service Discovery Protocols: 

For scalability purposes, IoT needs a management for resource mechanism which can 

register and discover resources, services in a better way. The protocols that are used 

include multicast DNS (mDNS) and DNS Service Discovery (DNS-SD). 

 

a. Multicast DNS (mDNS):mDNS acts as a base service, in the form of Name 

Resolution, for fewIoT applications e.g.,chatting[25]. In mDNS, DNS 

namespace use islocal without extra expenses or configuration, adding to its 

flexibility. Some of the advantages which makes mDNS appropriate choice for 

the internet based embedded devices are: 

To manage devices, no need of manual reconfiguration . 

For its smooth functioning, mDNS doesn’t need infrastructure. 

If a failure of infrastructure occurs, mDNS still works. 

 

b. DNS Service Discovery (DNS-SD):DNS-based service discovery (DNS-SD) 

involves matching of desired service based functionalities by clients through 

mDNS. Using this protocol, standard DNS messages are employed so that 

clients can discover desired services of a specific network. 

 

C. Infrastructure Protocols:  

a. Routing Protocol for Low Power and Lossy Networks (RPL): A routing-protocol 

which is link-independent andbased on IPV6 for minimal resource nodes, 

standardized by IETF (ROLL) working group. RPL was created to support least 

routing requirements, building a powerful topology over lossy links. 

b. IEEE 802.15.4: This protocol is utilized by IOT because of low power consumption, 

low data rate, low cost , and high message throughput[26]. The protocol specifies a 

sub-layer for MAC and a physical layer for low rate wireless private area 

networks(LR-WPAN).The protocol works with a number of nodes(about 65k), and 

assures interoperability between a number of nodes. The services provided are secure 

and encrypted. 
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c. EPCglobal: Used to identify items, in the form of unique identification number on an 

RFID tag.The EPCglobal architecture is based on RFID technology.Because of its 

scalability,openness, reliability and interoperability, this architecture is considered as 

one of the promising technique in future forIOT. 

d. Z-Wave: This protocol is primarily used for home based automation and works on 

low RF signals. The Z-wave alliance has mandated for all Z-wave based devices to be 

interoperable. It is a low power based protocol and is based on interoperability. 

 

QOS CRITERIA, IoT CHALLENGES AND FUTURE DIRECTIONS 

 

Key challenges in IoT include: 

A. Availability: To provide anytime and anywhere services for customers, the 

availability in IOT must be realized in the hardware as well as software level[24]. 

Software availability means IoT applications guarantee services all the time (for 

everyone and everywhere). Hardware availability ensures that devices are able to 

work independently on different technological platforms. 

B. Reliability: Reliability plays an important role for increasing the progress rate of 

IOTdelivery services.It showscriticality and has more requirements when it comes  to 

responding emergencies[27]. For IoT system to be called as efficient, the 

communication ought to be reliable. 

C. Performance: The IoT performance is dependent on the components’ performance and 

the performance of the underlying technology[28]. Metrics to access performance of 

IoT include: communication speed, processing speed,device form factor, and cost. 

D. Management: Management in IoT includes managing Fault, managing Configuration, 

Accounting management, Performance management, and management of  

Security(FCAPS)[29]. Thus a need for new light- management protocols. 

E. Scalability: Scalability in IoT refers to adding more resources without any affects on 

the QoS[30]. With the presence of diverse hardware platforms and communication 

protocols, scalability remains an issue in IoT. 

F. Interoperability:IoT consists of a number of connected things from different 

platforms. Interoperability has to be taken into consideration from an application 

developers perspective and IoT device manufacturers too, so that services are 

delivered without any hindrance from the hardware platform they are based upon. 
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G. Security and Privacy:  IoT security lacks common standard and architecture, thus 

poses a significant challenge.Also because of heterogeneity, IoT poses a great security 

threat. A number of security issues arise e.g., keydistribution amongst devices.  
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